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BioMed Network 
Admission Control 
(NAC) Solution 
Business Overview 

Flexible, Cost-Effective Provisioning for Networked Biomedical Devices 

Global Healthcare Solutions  
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Converging Biomedical Networks 

Today: 

ÁSeparate networks for each 
vendor 

ÁPhysical separation 

ÁSeparate administration and 
management domains 

ÁHigher cost of ownership 

 

After convergence: 

ÁConverged network 

ÁLogical separation 

ÁSingle administration and 
management domain 

ÁLower total cost of ownership 

 

Clinical 
Guest 

Services 

Ventilators 
Patient 

Monitors 
IV 

Pumps 

IT 

http://images.google.com/imgres?imgurl=http://www.hospitalmanagement.net/contractor_images/ge-healthcare/2-carestation.jpg&imgrefurl=http://www.hospitalmanagement.net/contractors/anaesthesiology/ge-healthcare/ge-healthcare2.html&h=500&w=387&sz=43&hl=en&start=31&um=1&tbnid=aeQWfSDnFQxLcM:&tbnh=130&tbnw=101&prev=/images?q=ventilators&start=18&ndsp=18&um=1&hl=en&sa=N
http://images.google.com/imgres?imgurl=http://www.equipstat.com/catalog/images/Patient-Monitor-GT9003-.jpg&imgrefurl=http://www.equipstat.com/catalog/index.php?cPath=0_17&h=360&w=360&sz=46&hl=en&start=3&um=1&tbnid=D0v_kNgN3M71GM:&tbnh=121&tbnw=121&prev=/images?q=patient+monitor&um=1&hl=en
http://images.google.com/imgres?imgurl=http://www.hospitalmanagement.net/contractor_images/ge-healthcare/2-carestation.jpg&imgrefurl=http://www.hospitalmanagement.net/contractors/anaesthesiology/ge-healthcare/ge-healthcare2.html&h=500&w=387&sz=43&hl=en&start=31&um=1&tbnid=aeQWfSDnFQxLcM:&tbnh=130&tbnw=101&prev=/images?q=ventilators&start=18&ndsp=18&um=1&hl=en&sa=N
http://images.google.com/imgres?imgurl=http://www.equipstat.com/catalog/images/Patient-Monitor-GT9003-.jpg&imgrefurl=http://www.equipstat.com/catalog/index.php?cPath=0_17&h=360&w=360&sz=46&hl=en&start=3&um=1&tbnid=D0v_kNgN3M71GM:&tbnh=121&tbnw=121&prev=/images?q=patient+monitor&um=1&hl=en


© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential Presentation_ID 4 

With the Benefits of Convergence Come  
Some Challenges 

ÁConnecting biomedical, guest, 
and IT devices to the IP 
network 

Isolate and protect biomedical 
devices from other hosts on the 
IP network 

Distinguish biomedical devices 
from other types of hosts 

Securely manage guest devices 
on the network 

ÁMaintaining and scaling 
multiple separate networks  
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Hospital Incident #1 

ÁHousekeeping staff unplugs 
network cables that connect 
workstations and medical devices 
to network ports in the wall of an 
operating room  

ÁFollowing the cleaning, the 
devices were reconnected, but not 
to their original ports, causing port 
security violation and as such the 
devices were quarantined   

ÁIt took five days to resolve this 
incident, causing major disruption 
to the OR  
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Hospital Incident #2 

ÁAs the Critical Care unit became 
fully occupied, patients were being 
admitted to the Critical Care 
Overflow unit 

ÁSince the overflow unit had not 
been used for days, only one port 
and workstation were operational 
for charting on six patients 

ÁThis issue was escalated to the 
hospital administration, and it took 
one day to resolve  
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The Solution:  
Biomedical Network Convergence 

Challenge 

ÁProliferation of IP-enabled 
biomedical devices 

ÁMaintaining and scaling multiple 

separate networks  

Solution 

ÁAutomate device assignments to 
controlled zones on the hospital 
network 

ÁMonitor device behavior, alerting 
on evidence of bad behavior 

Kaiser expects 150,000 biomedical devices on the 
network in next five years 

Mayo Clinic plans to double the number of 
biomedical devices on network next year (to 6,000) 
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Agenda 

ÁHealthcare dynamics    

ÁThe value of automating converged networks 

ÁCisco BioMed NAC Solution 

ÁSummary 

ÁQ and A   
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The Value of Cisco BioMed NAC Solution 

ÁImplement a BioMed NAC and 
management system solution that 
automates device assignments to 
controlled zones on the hospital 
network  

ÁTo monitor the behavior of these 
devices, alerting on evidence of 
bad behavior; and to notify the 
appropriate party to perform either 
segregation or remediation of the 
device 

ÁA solution that maximizes 
economies of scale 
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Your Benefits 

ÁLeverages existing healthcare network infrastructure 

ÁHelps reduce overall operational expenses 

ÁProvides mobility for biomedical devices 

ÁAllows real-time inventory of networked devices 

ÁImproves quality of patient care 
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Key Solution Components: Cisco NAC Products 

NAC Manager 
Centralized management, 

configuration, reporting, and 
policy store 

 

NAC Agent or Web Agent 
No-cost client for device- 

based scans. 
 

Rule-set Updates 
Scheduled automatic rule-sets for 
anti-virus, Microsoft hot-fixes and 

other applications 
 

Network 
Access 
Devices 
 

NAC Guest Portal 
Full-featured guest provisioning 

server  
 
 

NAC Profiler 
Aggregates data from Collector to 

determine role and privileges 
 
 

NAC Server/Collector 
Posture, services and 

enforcement. Collects network 
data to determine device type. 

 

Infrastructures  
Layer 

Posture Layer 

NAC Services  
Layer 
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Automated, Secure Communication Flow    

Device Identity 

Access Control & 
Enforcement 

Behavior Monitoring 

Reporting & Visibility 

Identify the Device 

Reprovision the 
access for the 
correct VLAN 

Observe ongoing 
Traffic behavior 

Provide Visibility 
into Compliant or 
Non-Compliant 

Behavior 
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BNAC Solution 1.0 End-to-End Component Flow   

Collectors poll all access switches and captures 
Device MAC/Port/IP information 

 

Medical Device Plugged into Access Switchport  

 

Mac notification on linkup/linkdown sent to 
Collector 

 

Medical Device MAC address sent to Profiler 

 

MAC address matches Philips Identity Profile  

 

NAC Mgr matches profile match with defined role. 
VLAN Name is selected 

 

NAC Mgr re-provisions switch port to be on proper 
Philips access VLAN name 

 

VLAN NAME is mapped to access vlan used on 
Particular switch.  

 

Normal device communication flow begins. Netflow 
Data is exported to Collector  

 

SPAN port forwards upstream flow to Collector 

 

Netflow/SPAN Data sent to Profiler 

 

Profiler looks for match of behavior monitoring 
profile. On match, profiler logs SYSLOG or SNMP 
(to optional) NMS system 
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