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Converging Biomedical Networks

Today:

A Separate networks for each
vendor

A Physical separation

A Separate administration and
management domains

A Higher cost of ownership

After convergence:
A Converged network
A Logical separation

A Single administration and
management domain

A Lower total cost of ownership
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With the Benefits of Convergence Come
Some Challenges

A Connecting biomedical, guest,
and IT devices to the IP
network

Isolate and protect biomedical
devices from other hosts on the
IP network

Distinguish biomedical devices
from other types of hosts

Securely manage guest devices
on the network

A Maintaining and scaling
multiple separate networks




Hospital Incident #1

A Housekeeping staff unplugs
network cables that connect
workstations and medical devices
to network ports in the wall of an
operating room

A Following the cleaning, the
devices were reconnected, but not
to their original ports, causing port
security violation and as such the
devices were quarantined

A It took five days to resolve this
incident, causing major disruption
to the OR




Hospital Incident #2

A As the Critical Care unit became
fully occupied, patients were being
admitted to the Critical Care
Overflow unit

A Since the overflow unit had not
been used for days, only one port
and workstation were operational
for charting on six patients

A This issue was escalated to the
hospital administration, and it took
one day to resolve




The Solution:

Biomedical Network Convergence

Challenge

A Proliferation of IP-enabled
biomedical devices

A Maintaining and scaling multiple
separate networks

Solution

; ~ Kaiser expects 150,000 biomedical devices on the
A Automate device assignments to feliionieipnexiiiveyeats

controlled zones on the hospital Mayo Clinic plans to double the number of
network

A Monitor device behavior, alerting
on evidence of bad behavior
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The Value of Cisco BioMed NAC Solution

A Implement a BioMed NAC and
management system solution that
automates device assignments to
controlled zones on the hospital
network

A To monitor the behavior of these
devices, alerting on evidence of
bad behavior; and to notify the
appropriate party to perform either
segregation or remediation of the
device

A A solution that maximizes
economies of scale




Your Benefits

A Leverages existing healthcare network infrastructure
A Helps reduce overall operational expenses

A Provides mobility for biomedical devices

A Allows real-time inventory of networked devices

A Improves quality of patient care
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BioMed NAC Solution Overall Architecture
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Key Solution Components: Cisco NAC Products

. 255 a““‘“"‘"

Rule-set Updates
NAC Agent or Web Agent Scheduled automatic rule-sets for
No-cost client for device- anti-virus, Microsoft hot-fixes and
based scans. other applications

-
Posture Layer ——
NAC Manager

Centralized management,
configuration, reporting, and
policy store

NAC

“

"l' I-_l"
NAC Profiler I NAC Guest Portal NAC Server/Collector
Aggregates data from Collector to Full-featured guest provisioning Posture, services and

determine role and privileges I server enforcement. Collects network
data to determine device type.

Network
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Automated, Secure Communication Flow
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BNAC Solution 1.0 End-to-End Component Flow
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sense and simplicity

Collectors poll all access switches and captures
Device MAC/Port/IP information

Medical Device Plugged into Access Switchport

Mac notification on linkup/linkdown sent to
Collector

Medical Device MAC address sent to Profiler
MAC address matches Philips Identity Profile

NAC Mgr matches profile match with defined role.
VLAN Name is selected

NAC Mgr re-provisions switch port to be on proper
Philips access VLAN name

VLAN NAME is mapped to access vlan used on
Particular switch.

Normal device communication flow begins. Netflow
Data is exported to Collector

SPAN port forwards upstream flow to Collector
Netflow/SPAN Data sent to Profiler

Profiler looks for match of behavior monitoring
profile. On match, profiler logs SYSLOG or SNMP
(to optional) NMS system
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